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Rdp Manager Protocol Specification

1.1 OrnasneHne

e Handshake

e HandshakeAcknowledge

e RdpSession

e RdpSessionUser

o Result

e ResultType

e RdpSessionStart

e RdpSessionStartAcknowledge
o RdpSessionStartResult

e RdpSessionStop

e RdpSessionStopAcknowledge
o RdpSessionStopResult

e RdpManagerInfo

1.2 YcnoBHble 0003Ha4YeHUsA

RDP menemxkep Cepsuc, sunosnaruwuli gynryuu coddanus u 3axpusmus RDP ceccud.

Ceccus Coedunerue ¢ mawurot no RDP npomoxoay.

Marnuaa Yodasenuvili KoMnv0OMep, ¢ KOMOPHLM OCYULLCNBAAEMCA COEOUHEHUE.

PID (Process identifier) Ywuuxaavuoili wucio60t udenmuduramop sanyusennozo npoyecca
Coobmenne Komanda, omnpasaennas cepeucy/cepeucom no 3auuuwsérnomy npomoxory websocket.

OrBer Ha coobiuenue CmpykmypuposaHHas UHPHOPMAUUAL 6 6Ule UEAbHO20 00BEKMA, 6036PAUAEMAA
CEPBUCOM.
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1.3 OnwucaHune npoTokona
Muaunmmaropom coobiiieHus BRICTYIIAET I0Jb30BaTENb, HOCPeAcTBOM ornadn komana RDP menemxepy.

1.3.1 ObGbvekThI

Handshake - Komarda, uHuyuupyowas Hawaio 00UEHUA ¢ OPKECTPATNOPOM.

Protobuf-o6bekT:

syntax = "proto3";
package Robin.Protocol.Agent.Messages.API.v2;
import "google/protobuf/timestamp.proto";

message Handshake {
string type = 1;
string apiVersion = 2;
int32 pid = 3; // unexTuduraTOp Ipollecca areHTa
string mac = 4; // mMak ampec cepBepa, Ha KOTODPOM 3alylleH areHT
string host = 5; // uMa xocTa
google.protobuf .Timestamp startDate = 6; // JlaTa u BpeMs 3amycka areHTa B dopmare IS0-8601,
— nampuMep 2007-12-03T10:15:30+01:00 Europe
string agentVersion = 7; // Bepcua arenTa
string protocolVersion = 8; // Bepcus HOAILepXMBaeMOTO IIPOTOKOIA
string user = 9; // V3, moz KoTOpoil 3amymeH areHT

ArTpubyrsr:

- type (string) - Tun coobmeHus

- apiVersion (string) - Bepcus API RDP mMeHemxepa

- pid (int32) - umenTuduraTop mpouecca RDP MeHemxepa

- mac (string) - MAC-azpec KoMmbWTepa, Ha KoTopoM 3amymeH RDP MeHezAxep

- host (string) - IP agpec / DNS mMa MammuHH

- startDate (google.protobuf.Timestamp) - Jlara u Bpems 3amycka RDP meHemxepa B dopmare ISO-
8601, mampumep 2007-12-03T10:15:30+01:00 Europe

- agentVersion (string) - Bepcus areHTa

- protocolVersion (string) - Bepcus HoAZepXMBaeMOro IPOTOKOJIA

- user (string) - uMs yYeTHON B3amUCK MONb30BaTeNs, IOJ KOTOpoil 3amymeH RDP MeHezxep

HandshakeAcknowledge - Omeem om opxecmpamopa, oznauarowutd Havaro obwenus ¢ RDP mene-
dorcepom.

Protobuf-o6bekT:

syntax = "proto3";
package Robin.Protocol.RdpManager.Messages.API.v2;

import "Result.proto";

message HandshakeAcknowledge {
string type = 1; // HANDSHAKE_ACK
string apiVersion = 2;
Result result = 3; // pesyubTar
string agentUuid = 4; // opkecTpaTop Bo3BpamaeT agentUuid

ArTpubyrsr:
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- type (string) - moMeHHOe MMs, K KOTODOMy NPHHAAIEXHT MAallMHAa

- username (string) - uMa monb30BaTeNs, IOJ KOTODPHM [ONXHA OTKPHTBCS CECCHS
- password (string) - mapoilb HONb30BATEINS

- hostname (string) - IP azpec/DNS uMs MaummH.

RdpSession - RDP ceccua.

Protobuf-o6bekT:

syntax = "proto3";
import "RdpSessionUser.proto";

message RdpSession {
string hostname = 1; // uMa xommeHTepa
string domain = 2; // HoMeHHas 30Ha, B KOTOPY® BXOAUT 3TOT KOMILKTED
string port = 3; // moprt
RdpSessionUser user = 4; // ayTeHTuHQUKaLUOHHNE [NaHHHe IIONb30BATEIS

Arrpubyrbr:

- domain (string) - moMeHHOe MM, K KOTOPOMy IPHHAIJIEXHT MAllHA

- username (string) - uMa monb30BaTeNs, IOJ KOTODPHM [ONXHA OTKPHTBCS CECCHS
- password (string) - mapoib HONb30BATEINT

- hostname (string) - IP azpec/DNS uMs MaummH.

RdpSessionUser - ‘Ilomp3oBarens RDP-ceccun ‘.

Protobuf-o6nekT:

syntax = "proto3";
import "RdpSessionUser.proto";

message RdpSession {
string hostname = 1;
string domain = 2;
string port = 3;
RdpSessionUser user = 4;

ATTpubyTHI:

- hostname (string) - mmMa koMmpoTEpa.

- domain (string) - ZoMeHHas 30Ha, B KOTOPYH BXOLUT STOT KOMIIBOTEP.

- port (string) - RDP-mopT, OTKpHTHH Ha KOMIbHTEpe, Iis ycTaHoBKE RDP-ceccuu.
- user (RdpSessionUser) - ayTeHTHQUKALMOHHHE MAAHHHE IIOIb30BATEJN.

Result - Obsexm, sosepawarowuti pesysvmam coobwerus, €20 cmamyc u Koo.

Protobuf-o6bekT:

message Result {
string code = 1; // xox pesymsprara
ResultType type = 2;
string description = 3; // ommcanue

};

Artpubyrsr:

- code (string) - Koz pesyubTaTa
- type (enum) - craryc coobmeHus
- description (string) - ommcanme coobmeHus
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1.3.2 MNepeuncnexHus

ResultType - Cmamyc coobwenua, soszepauwaemozo obsexmom Result.

Protobuf-o6bekr:

/*yHUBepCANbHH 06bEKT C pe3yIbTaTOM*/
syntax = "proto3";
package Robin.Protocol.RDP.v1;

enum ResultType { // Tum pesymabTaTa - OepedHCIeHHE

SUCCESS = 0;
WARNING = 1;
ERROR = 2;

Bo3MmozkHBIe 3HAUCHUSA:

- RDP_SESSION_CLOSED (0) - ceccus 3akphTa.
- RDP_SESSION_OPENED (1) - ceccusi OTKpHTa.
- RDP_SESSION_ERROR (2) - BosHuKia ommbkKa CeCCHHU.

1.3.3 CoobuieHus

RdpSessionStart - omxpwmos ceccuro.

Protobuf-o0bexr:

syntax = "proto3";
package Robin.Protocol.RdpManager.Messages.API.v2;

import "RdpSession.proto";
message RdpSessionStart {

string type = 1; // RDP_SESSION_START
repeated RdpSession sessions = 2;

ArTpubyrsr:

- type (string) - Tum coobmenus (RDP_SESSION_START) .
- sessions (RdpSession) - cHmECOK 06beKTOB ceccuu, IepeflaBaeMHil B COObmeHWH.

RdpSessionStart Acknowledge - omeem Ha coobuierue 06 OMEPLIMUY CECCUL.

Protobuf-o6bekr:

syntax = "proto3";
package Robin.Protocol.RdpManager.Messages.API.v2;

import "Result.proto";
message RdpSessionStartAcknowledge {

string type = 1; // RDP_SESSION_START_ACKNOWLEDGE
Result result = 2;

ArTpubyrsr:
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- type (string) - Tun coobmenus (RDP_SERVICE_OPEN_SESSION_ACKNOWLEDGE) .

- sessionPid (string) - PID (umenTudumraTop mpouecca) samymeHHo# RDP ceccuum. HyxeH mms
—JanbHeHero 3aKpHTHA CECCHH.

- status (RdpServiceStatus) - cTaTyC BHIIONHEHHS KOMaHIH .

RdpSessionStartResult - pesyavmam wa 3anyck ceccuu.

Protobuf-o6bekT:

syntax = "proto3";
package Robin.Protocol.RdpManager.Messages.API.v2;

import "Result.proto";
message RdpSessionStartResult {

string type = 1; // RDP_SESSION_STOP_RESULT
Result result = 2;

ArTpubyrsr:

- type (string) - Tum coobmenus (RDP_SESSION_START_RESULT).
- result (Result) - 06beKT C pe3yIbTATOM BHIIONHEHMS KOMAHZIH .

RdpSessionStop - saxpoms ceccuso.

Protobuf-o6bekr:

syntax = "proto3";
package Robin.Protocol.RdpManager.Messages.API.v2;

import "RdpSession.proto";
message RdpSessionStop {

string type = 1; // RDP_SESSION_STOP
repeated RdpSession sessions = 2;

ArTpubyrsr:

- type (string) - Tum coobmerus (RDP_SERVICE_CLOSE_SESSION) .
- managerUuid (string) - umenTmduxaTrop RDP MeHezxepa.

- username (string) - uMa mombsoBaTend

- hostname (string) - azpec MamuuH

- sessionPid (string) - PID sanymenxo# RDP ceccum.

Ilpumevarnue:

B 5T0M cOOBIIEHNT MOXKHO UCIIOIb30BATH UJIU COYETaHne aTTpudyTOB username u hostname (B 3TOM CiIy-
4yae sessionPid ykasbiBarh He TpeOyercs), uiu ToJabKo sessionPid. RdpSessionStopAcknowledge
- omeem Ha coobweHUe 0 3AKPLIMUL CECCU.

Protobuf-o6bekT:

syntax = "proto3";
package Robin.Protocol.RdpManager.Messages.API.v2;

message RdpSessionStopAcknowledge {
string type = 1; // RDP_SESSION_STOP_ACKNOWLEDGE
}

ArTpubyrsr:
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- type - Tun coobmenuss (RDP_SERVICE_CLOSE_SESSION_ACKNOWLEDGE)

RdpSessionStopResult - pesyavmam Ha 3anyck ceccuu.

Protobuf-o6bext:

syntax = "proto3";
package Robin.Protocol.RdpManager.Messages.API.v2;

import "Result.proto";
message RdpSessionStopResult {

string type = 1; // RDP_SESSION_STOP_RESULT
Result result = 2;

ArTpubyrsr:

- type (string) - Tum coobmenus (RDP_SESSION_STOP_RESULT) .
- result (Result) - 06beKT C pe3yIbTATOM BHIIOIHEHMS KOMAaHZH .

RdpManagerInfo - Hugopmayusn o cocmosnuu ceccutis RDP-menedoncepa.

Protobuf-o6bekr:

syntax = "proto3";
import "RdpSession.proto";

message RdpManagerInfo {
string type = 1; // RDP_MANAGER_INFO
repeated RdpSession runningSessions = 2;

Artpubyrsr:

- type - Tum coobmenus (RDP_SERVICE_CLOSE_SESSION_ACKNOWLEDGE)
- runningSessions - CIMCOK OTKpHTHX ceccuit RDP-MeHemxepa.
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