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CamocTosTenbHas resepauusi ceptucukata ¢ ncnonssosanmem OpenSSL

1.1 lMNMoprortoska

1. 3axomum Ha http://slproweb.com /products/Win320penSSL.html

2. Beioupaem Bepcuio OpenSSL j1s 3arpy3ku, OUTHOCTH - COOTBETCTBYIOMIAS OMTHOCTH HA KOMITHIO-
Tepe.

3. Barpyxkaem OpenSSL ma KOMIBIOTED W yCTaHABIUBAEM €ro. B mporiecce yCTAHOBKY yKA3bIBAEM W
zanomunaeM 1yTh 10 OpenSSL.

1.2 leHnepauyuna ceptudcukara

Ilycts nyts 10 OpenSSL 6yner y mac mo ymondanuio - C: \Program Files\OpenSSL-Win64\
Ecau y Bac apyroit myTh - yKa3bIBaiiTe ero.
OTKpBIBaEM KOHCOJIb OT UMEHHU IMUHHCTPATOPA U BBIIOIHAEM B HEH CJI€IyIOIHe MIArH:

1. Ilepemernaemcst B qupekropuio ¢ OpenSSL

cd C:\"Program Files'"\OpenSSL-Win64\bin\ ‘

2. 'enepupyem mmpuBaTHbBIN K04 JinHON B 2048 6uT u coxpausieMm ero B (aiii
C:\cert\private.key

openssl genrsa -des3 -out C:\cert\private.key 2048

IIpu reneparuu mpuBaTHoro kioda OpenSSL mompocut co3maTh Maposb JAjis MTPUBATHOTO KJIIOYA.
Beoaum ero u 3anoMuHaeM - OH B JaJbHEHIIIEM HAM eIé MOHAT00UTCS.

3. Co3znmaém «3ampoc» Ha moaydeHume CSR ceprudpmukara.

openssl req -new -key C:\cert\private.key -out C:\cert\certificate_csr.csr

OpenSSL noupocur BBECTH HAC 1APOJbL OT HALIErO HPUBATHOIO KJ04a (KOTODbIA Mbl CO3/a-
BaJM HA BTOpOM Imare). Beogum ero u naxkumaem Enter. OGpaTuTe BHUMaHUE - MAPOJH HE
Oyzer 0ToOpaXkaThCsi B KOHCOJIU (CKPBITHIN BBOJL), MOTOMY BBOIUM €rO BHUMATEIHHO.
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Hanbime OpenSSL nonpocur y Hac BBecTr HHMOPMALUIO O cepTU]UKATE, KAK ITOKA3AHO HUXKE:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]l:RU # Jeyswawneili kod cmpanst, RU das Poccuu

State or Province Name (full name) [Some-Statel:Moscow # I'opod, e komopom esl Hazodumecs
Locality Name (eg, city) [l:city # Moxno ocmasums nycmewm usu enucame city

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Robin # Haseanue eaweili opzanusayuu
Organizational Unit Name (eg, section) []l:section # Hasearue nodpasdesrenus

Common Name (e.g. server FQDN or YOUR name) []:Robin # Ha kozo pezucmpupywom smom cepmugpukam
Email Address []:testQit.ru # OSaekmponras nouwma KOMRGHUU

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:Qwertyl23 # Jonoanumentnsili napons

An optional company name []:Robin # Jonoanumesbroe umsa KOMRGHUU

Tlocne BBoma Bceit mudopmanuu y wHac Oymer crenepupoBan CSR-ceprudukar, pacroyioKeHHBIH B
C:\cert\certificate_csr.csr.

4. TagbIlie y HaC €CTh JiBa ITyTH PA3BUTUHA COOBITHIA.

Mpbr MmozkeMm b0 OTIaTh cepTrdUKAT HA MOAINCAHNE B CePTUMUKAIMOHHBIN TEHTP, JTHOO MOAMUCATEH €r0
CaMOCTOSITESTHHO.

4.1. B ciyuae, eciii MBI TOAMHACHIBAEM CEPTUMUKAT CAMOCTOATEIBHO - MbI reHepupyeM myomanbii PEM-
ceprudUKAT U3 TOrO, YTO Y HAC €CTh, CPOKOM Ha roj (365 aHell, YMCI0 MOKHO U3MEHUTD), CJeIyomeil
KOMAaHIOI.

openssl x509 -req -days 365 -in c:\cert\certificate_csr.csr -signkey c:\cert\private.key -out,
—c:\cert\certificate_pem.pem

OpenSSL 3ampocuT mapoab OT MPUBATHOTO KJII0Ya, BBOJWM €r0.

Ecau mbr moanucanu ceprudukar caMmOCTOATEIBHO - BhITOIHsieM mpeobpa3zoBanue PEM B CER:

openssl x509 -outform DER -in c:\cert\certificate_pem.pem -out c:\cert\certificate_cer.cer

4.2. B ciygae, ecii Mbl MOAMUACHIBAEM C MOMOIIBIO0 CePTU(MUKAIMOHHOTO IEeHTPa, Mbl ormpasiasem CSR-
daiin - 3ampoc Ha TMOANKUCH cepTrdUKATA - B CepTU(UKAIMOHHBINA eHTp. Beidoupaem 1mabiaon ceprudu-
kara Web Server. O6parno Ham JoJizkeH BepayThes yxke noanucantbiii CER-ceprudukar.

5. 3arem mbr npeobpasyem CER B CRT - dopmar ceprucdukara, MOHATHBIN XPAHUIIAIILY
cepTndmKaTOoB.

openssl x509 -inform DER -in c:\cert\certificate_cer.cer -out c:\cert\certificate_crt.crt

6. Cozgaém PFX-koureiinep jiia ceprudpukara. PFX-koHTeliHep Hy>KeH /IJIS TOro, 4To0bI
CBOOOAHO mepeHOCUTh cepTudUKAT BMECTE C IMMPUBATHBIM KJIOYOM Ha Jierike ujiam Jirobom
JPYTOM HOCHUTEJIE.

openssl pkcsl2 -export -inkey C:\cert\private.key -in C:\cert\certificate_crt.crt -outy,
—C:\cert\certificate.pfx

Wnn pl2-xkonreitnep

openssl pkcsl2 -export -inkey C:\cert\private.key -in C:\cert\certificate_crt.crt -out
—C:\cert\certificate.pl2
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OpenSSL nonpocut BBECTU 1APOJIb OT IPUBATHOIO KJII0YA U CO3/ATh APOJIb [IJIs SKCIOPTA KOHTEHHEPA.
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